	EDA
	ELECTRONIC DOCUMENT ACCESS

UNCLASSIFIED - For Official Use Only
	[image: image1.png]






Review for Using Electronic Document Access (EDA)
January 2014
1. DO NOT provide information/documents from EDA to unauthorized personnel.
2. To prevent internal system errors - perform update actions AT ONE EDA SITE ONLY, either update EDA Ogden or EDA Cols, but NOT both – the EDA application will replicate the data automatically to the alternate site.  If the update action is not at the alternate site within approximately 15 minutes, open a Trouble Ticket with the EDA Help Desk.  

Examples of update actions:

· DO NOT manually upload the same contract at both EDA sites; upload solely at EDA Ogden or EDA Cols.

· DO NOT update the status of a CDR that does not match at both EDA sites; contact the EDA Help Desk to resolve.

3. If the EDA Help Desk does not respond to e-mail in a timely manner, call the Help Desk, as their email may be back-logged.

4. Only request access to documents necessary to perform your assigned duties.  “Need to know” governs a user’s access to documents; limit access to the minimum level necessary to perform your assigned duties.

5. EDA POCs should verify the user’s “Need to know” and only authorize/approve access to documents necessary for users to perform their assigned duties.  EDA POC’s should simply remove document requests submitted by the user if they are not required to perform their duties.  

6. EDA does not condone sharing of accounts as this is an Information Assurance violation.  DoD policy dictates that each user is required to have and maintain their own EDA user account

7. Per DoD Information Assurance direction, users with government issued CACs should use their CACs and not username/password.  DoD certificates are the preferred credentials in EDA.

8. The contract inactivation process in EDA was developed to allow replacement of a damaged/unreadable/incorrect PDF with a readable or appropriate PDF version.  This process is not intended to be used to correct/modify contract inaccuracies.  A contract modification must be submitted to correct/modify contract data.  

9. Changes to index data cannot be done using the inactivation process.  The only way index data can be changed is via a Trouble Ticket and then only changes that are authorized by the contract can be made.

10. DO NOT reactivate a deleted user account.  The user must re-register in EDA.

11. There are three POSSIBLE methods for a user to end or terminate their session in EDA.  Only two of the methods will actually close the EDA session where the third method will leave the EDA user vulnerable by making it appear that the session is closed when it actually remains open.  The three EDA session termination/logoff methods are:

Method 1: The user will end the EDA session within the EDA application.

This will lead to a successful logout and if the user wants to re-establish a new EDA session they would have to return to the WAWF SSO Portal and re-authenticate.

Method 2: The user will end the EDA session by closing the entire "browser" (not just a window within the browser).  This will lead to a successful logout and if the user wants to re-establish a new EDA session they would have to return to the WAWF SSO Portal and re-authenticate.

Method 3: (Important!  This method will NOT terminate the EDA session or logoff the user.)  The user will "attempt" to end the EDA session by closing a "window" within the browser.  This will NOT lead to a successful logout of EDA and the "session cookie" will still be available/active within the browser.  If the user attempts to re-establish their session they will only be able to return to the session they thought was ended.  
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